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Pabouas mporpamma muciuiuinael «HGopManuoHHasi 0e30macHOCT, M 3AIUTA
HHpopManum» I 00yJaronmxces 1o HarnpasneHuto noaroToBku 27.03.03 CucreMHbIi aHAIH3
u ynpasnenne (IIpoduns: CHCTEeMHBIH aHaIM3 M YHOPaBICHHE), COCTaBIEHA HA OCHOBAaHUHU
@enepanbHOTO TOCYIAPCTBEHHOrO 00pa30BATENBHOIO CTAHAAPTa BBICIIETO0 O0pa3OBaHUSA —
OakanmaBpuar 1o HampaBieHHIO IOAroToBk 27.03.03 CucTeMHBIM aHanu3 W yIpaBlCHUE,
YTBEPXKIEHHOTO ITpuKa3oM MuHuctepcTBa oOpazoBanus u Hayku Poccuiickoit @eneparuu ot 07
arycta 2020 r. No 902 (c wm3m. m gom.), Ilopsnoxka opraHu3zamuu # OCYIIECTBIICHHUS
00pa3oBaTeNbHOM JESITENFHOCTH 0 00pa3oBaTeIbHEIM IIPOrpaMMaM BBICIIET0 00pa3oBaHHS —
nporpammaM OakajaBpuara, IporpaMMaM CIELHalIuTeTa, IIporpaMMaM MAarucTpaTyphl,
YTBEPXKAEHHOTO ITIpHKa3oM MUHHCTEPCTBA HAyKH M BEBICHIErOo OOpa3oBaHus Poccuiickoit
@enepanuu ot 06 ampens 2021 r. No 245 (c u3M. U J011.), B COOTBETCTBHU C yUeOHBIM IIJIAHOM,
yrBepxkneHHbIM Y ueHsM coBeToM OI'BOY BO «Jloul Y» mist Habopa 2024 rona.

PaspaboTunk:

noneHT  kadempsl  HHGOPMAITMOHHBIX

CHCTEM YTIpaBJICHUS, _ 3 / T

KaH[I. 5KOH. HayK, JO1I. ’/Z/‘/ AM. I'm3arynun

PabGowas mporpamma yTBep:kIeHa Ha 3acemaHud kadempsl WHOOPMAIMOHHBIX CHCTEM
yIIpaBJICHHS.
[Ipotoxon ot 22.03.2024 r. Ne 6a

3aBenyromuit kadempoi Cf/wm% H.II1. [Toromapenko
COTI'JTACOBAHO:

JlexaH ¢axynpTeTa MATEMATHKH H .

HH(QOPMAITHOHHBIX TEXHOJIOTHI gy N.A. Mowuceernko
28.03.2024 1. QY.

VuebHo-MeToargecKkas KOMUCCHS (haKyIbTeTa MATEMATHKA ¥ HH)OPMAITMOHHBIX TEXHOJIOTHHA.
[Iporokomn ot 27.03.2024 . Ne 3.

I[Ipencenarens , ,%ﬂ e JI. Y. CensixoBa
PykoBonuTens 0CHOBHOH IpodeccroHaTbHON

o0pazoBaTenbHON IPOrpaMMEL, 7

KaHJI. 3KOH. HayK, JOII. Ty A M. I'm3atynus
26.03.2024 . /@7
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1. MECTO JUCLIUIIIMHBI B CTPYKTYPE OBPA3OBATEJIBHOM ITPOTPAMMBI

1.1. TpeboBaHus K npenBapuTENbHON NOArOTOBKE O0yUarOIUXCs, PEALIECTBYOIINE
Y COITyTCTBYIOIIME AUCHUIUIMHBI, HA KOTOPBIX OCHOBBIBACTCS N3YUYCHHUE TAHHOM:

WudopmanoHHble TEXHOJOTHH, (COMYyTCTBYIOIIMMHU TUCHUIUIMHAMH — YIIpaBICHHE
HPOEKTaMH U aBTOMATH3aLUCH ).

1.2. JlucuuruimHbl, KypcoBble paOOThl W MPAKTUKHU, JUIS KOTOPBIX OCBOEHHE IaHHOM
JUCLUIUIMHBI HEO0X0AUMO KaK MpeIIeCTBYOIIEe!

[Tpou3BoacTBEHHAss NPAaKTHKA: IIPOEKTHas IpPaKkTUKAa [0 apXUBOBEACHMUIO;

[Tpon3BoacTBEHHAs NpaKTHKA: NpefauiuioMHas; lloaroroska k mpouenype 3alUThl U 3aluTa
BBIITYCKHON KBaTM(PUKALMOHHOM PabOTHI.

2. OIMMCAHUE JUCHUITJIMHBI

2.1.  OOmas xapakTepucTuKa

3HaueHue nmokaszarens
27.03.03 CucremHbIi aHAJIW3 U yIPaBIECHUE
(ITpodunb: CucteMHBII aHAIIU3 U
YIPAaBJICHUE)
b1.5.M4.9 NudopmanrmonHast 6€301MacHOCTh
U 3alUTa HHQOpMaLuu
ba3oBas yacTp

HaumeHoBaHuUe MoKa3aTes
Ha3zBanue 00pa3oBaTenbHOM MPOrpaMMbl

[Iudp u Ha3BaHKHE B COOTBETCTBHUH C
Y4eOHBIM IIJIAHOM

YacTh 00pa3oBaTeIbHON MPOrpaMMbl
KonnyecTBo 3aueTHBIX ¢AMHUIL / BCErO 4acoB

41144

2.2.  Pacnpenenenue yacoB 1o popmam u rnepuoaaM o0ydeHus
OOuiee KOJIMYECTBO YacOB
o
= CaMoCTOsI-
dopma 2| @ 9
> | & | jekuu- | nabopa- | MpaKTH- | TENbHOH dopma
00y4eHus 2 3 BCETO

8 | OHHBIX | TOPHBIX | YeCKUX | paboTHI + KOHTPOJIS

KOHTPOJIb
OuHas 4 7 34 — 34 76 144 JK3aMeH

3. HEJIN JUCHUTTJIMHBL

Henp nuctmmummnbl «MHbopMannonHas 0e30macHOCT, W 3alIMTa WHGOpMALUN» —
dbopMupoBaHUe y Oy IyIIEro CIEIUAINCTa B Chepe TOKyMEHTOBEICHHS U apXUBOBECHHSI 3HAHUH,
YMEHHH W HaBBIKOB, TMO3BOJISIONIMX TMPUHUMATh pemieHus B chepe uHOOpPMALIMOHHON
0€30I1aCHOCTH.

4. KOMHIETEHINH ObYYAIOIMETI'OCS, ®OPMUPYEMBIE B PE3YJIbTATE
OCBOEHMA KOMIIOHEHTA OBPA30OBATEJIBHOU ITPOI'PAMMEI, X NH/IMKATOPBI
N TINTAHUPYEMBIE PE3VIJIBTATBHI ObBYUYEHU A

KomnereHimu WHuKaTopsl Pe3ynbTarhl 00yUeHUsI
OIIK-3. Criocoben OIIK-3.2. OIIK-3.2.1 3HaeT OCHOBBI pa3pabOTKH MOJUTHKH
UCIOJIb30BATh JemoHCcTpHpyeT MH(POPMALIMOHHOM 0€30MacHOCTH.
(dbyHIaMeHTalbHbIE | CHOCOOHOCTh OIIK-3.2.2 VYwmeer pa3pabarbIBaTh JOKYMEHTHI
3HAHMS JIJIS pa3pabaTbIBaTh «ITonutuka uHPOpPMAIMOHHONW O0€30MaCHOCTHY,
pemeHust 6a30BBIX MOJIUTUKY
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3aJ1a4 yIpaBJICHUS B
TEXHUYECKHUX
CUCTEMAX C LIEJIbIO
COBEPILIECHCTBOBAHUS
B
npodeccnoHanbHOM
JESITEJIbHOCTH

uHpopMannoHHOH | «Crieruanu3upoBaHHas MOJIUTUKA (10 001acTsIM

0€30macHOCTH MIPUMEHEHUS )».
OIIK-3.2.3 Bnameer mnpuemMaMu  3alIHUTHI
uHpopmarun B npo¢eCCHOHATBHON
NEeSITETTLHOCTH.

o. I[TPOI'PAMMA JJUCHUITJIMHBI

Hassanue TeMEbl

Kpatkoe cogepxanrie TeMbl (BOIPOCH TEMbI)

OCHOBHBIE TTOHSTHUSA U
aHaJlu3 yrpo3
MH(POPMALIMOHHOM
0e30macHOCTH

1.1. OcHOBHBIE MOHATHA 3AIIUTHI HHPOPMAIIUN U UH()OPMAITHOHHOMN
0€e301MacHOCTH

1.2. Aranu3 yrpo3 nHGOpMaIMOHHOW 0€30IaCHOCTH

1.3. CriocoGb1 obOecrieueHus 6€301macHOCTH HH(HOPMAITMOHHBIX
CHCTEM

Iloautnka
MH(POPMAIIMOHHOM
0€30I1aCHOCTH

2.1 IMonuTtrka nHGOpPMAITMOHHON 0€30MMacCHOCTH

2.2. YpOBHH MOJUTUKH O0€30MMaCHOCTH

2.3. CTpyKTypa MOJUTUKU O€30MMaCHOCTH OpraHU3aluu
2.4. Ba3zoBas moauTHKa 0€30MacCHOCTH

2.5. Cnenuanu3upoBaHHbIE TOTUTUKU 0€30MaCHOCTH
2.6. [lonutHka JOMYCTUMOTO UCIIOIH30BAHUS.

2.7. IlonuTHka y1aJ€HHOr 0 AOCTYyIa.

2.8. [Ipouenypsl 6€30MaCHOCTH

2.9. Ilponenypa pearupoBaHus Ha COOBITHUSI.

2.10. IIpouenypa ympasieHus KOHOUTYPAIHCH.

2.11. Pa3paboTka nonutuku 0€30MacCHOCTH OpPTaHU3aAlUN
2.12. Opranuzanus nHGOpMaIMOHHON 0e30nacHOCTH OaHKa

Kpunrorpaduueckas
3amuTa MHpOopMaluu

3.1. OCHOBHBIE MOHATHS KpUOTOrpapUUeCcKOM 3aUThl HH(POPMAILIHH.
3.2. Knnaccudukanust kpunrorpaguueckux alropuTMOB.

3.3. DnexTpoHHas M(poBast MOIIHUCH.

3.4. OcHOBHBIE MPOTIEAYPHI UG POBOI TOAIUCH.

3.5. Anroput™ mudposoit nognmucu 'OCT P 34.10-94

3.6. Anroputm uudposoii noanucu ECDSA.

3.7. Crannapt uudposoii noanucu 'OCT P 34.10-2001.

3.8. YrpapieHne KpUNTOKJIIYaMH.

WNnentuduxanmus,
ayTeHTU(UKaLUs U
yrpaBiIeHHE
JOCTYTIOM

4.1. AyrteHTHQHKaAIMs, aBTOpU3alMi U  AIMHUHHCTPUPOBAHUE
JNIEUCTBU OJIL30BaTENIEH.

4.2. AyteHTH(HKAIMA HA OCHOBE MHOTOPA30BBIX MapOJIeH.

4.3. AyrenTudukanus Ha OCHOBE OJHOPA30BBIX MapoJIeH.

4.4. nes cTporoi ayTeHTU(DUKALIHSL.

4.5. Ctporas nByx(axTopHas ayTeHTHU(HUKALUS.

4.6. IlpumeHenue cMapT-Kapr.

4.7. Ilpumenennie USB-TOKEHOB.

4.8. Ocobennoctu ucnoib3oBanusi PIN-kona.

4.9. Kpunrorpadudeckue mpoTOKOIBI CTPOTOM ayTeHTU(PUKAIIAH.
4.10. buometpuueckas ayTeHTH(PUKALUS TOTb30BATEIS.

4.11. VmpaBneHue ROCTynOM IIO0 CX€M€ OJHOKPAaTHOrO BXoJa ¢
aBTopu3anueit Single Sign-On.

4.12. Tlpocras cuctema omHOKpaTHOTO BXxoaa Single Sign-On.

4.13. Cucremsl onHokpaTHoro Bxoaa Web SSO.

4.14. SSO-poaYKTHI YPOBHSI MPEATPHSITHSI.
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3amura 5.1. KoHrenus 31eKTPOHHOTO IOKyMEHTO000pOoTa.
3JIEKTPOHHOTO 5.2. Oco0eHHOCTH 3alTUTHI JEKTPOHHOTO TOKYMEHTO000pOTA.
JOKYMEHTO00O0pOTa 5.2.1. Yrpossl gns COJ]

5.2.2. Cpenctsa 3amutbl CO/]

5.3. 3amuTa 6a3 JaHHBIX

5.3.1. OcHOBHBIE TUIIBI YTPO3

5.3.2. Metonus! u cpencta 3amutel CYBJ]

5.3.3. Cpencrna 3amutel CYBJ] Microsoft Access

5.3.4. Cpenctra 3amutel CYB/] Oracle

5.3.5. 3amumimeHHbId JOCTY K 0a3aM JIaHHBIX

5.4. 3ammra KOPHIOPATUBHOTO MTOYTOBOTO JOKYMEHTOO0OpOTA
5.5. 3amura CHCTEMBl  D3JEKTPOHHOTO  JOKyMEHTO00OpOTa
DIRECTUM

5.5.1. ®dynkuroHanbHbie BO3MOKHOCTH cucTeMbl DIRECTUM
5.5.2. Apxurekrtypa cucremsl DIRECTUM

5.5.3. YnpaBieHue 3JIeKTPOHHBIMU JTIOKYMEHTAMH B CUCTEME
DIRECTUM

6. CTPYKTVYPA U COAEPXXAHUE JUCHUIIIMHBI

6.1. ®dopma oOyuenwus — ouHas, Kypc — 4, cemectp — 7

HaumenoBanust pa3zennoB u TeM Konmectso yacos
pasa Jlexu. | Jla6op. | Ilpakrt. | CPC+K | Beero

Tema 1. OcHOBHBIE OHATHS U aHATIU3 YIPO3 -

. 6 6 17 29
MHGOPMAIIMOHHOHN 0€30MaCHOCTH
Tewma 2. [Tonutrka nHGOpMAITMOHHOM 3 - 3 13 29
0e30macHOCTH
Tema 3. Kpunrorpapuueckas 3ammura 4 — 4 20 28
uHdopManuu
Tema 4. Unentudukanus, ayreHTUGUKALINS 8 — 8 13 29
U YNIPaBJICHHUE JOCTYIIOM
Tewma 5. 3ammra >1€KTPOHHOTO 8 — 8 13 29
JOKYMEHT0000poTa
NTOI'O 3A CEMECTP 34 — 34 76 144

1. OLEHOYHBIE MATEPUAJIBI (CPEACTBA) JULA TEKYIIEI'O KOHTPOJIA
YCIIEBAEMOCTH, IPOMEXYTOYHOU ATTECTALINN

7.1.  KoHTpoJsIbHBIE BOIIPOCHI

1.Chopmynupyiite nonstue nadopmarmonHoi 6e3onacuoctu UC.

2.00BSICHATE TIOHATUS  LEJIOCTHOCTH, KOHQHUICHIMATBLHOCTH ¥ JOCTYIHHOCTH
UHpOpMaLINH.

3.00BsICHUTE TTOHATHS UICHTH(PHUKAINH, Ay TEHTH(PHUKAIINN 1 aBTOPHU3AIINH TTOJIE30BATEIS.
Kak oHu B3anMocBsi3aHbI?

4. YKaXuTe OTIINYHS CAHKIIMOHUPOBAHHOTO JIOCTYIA OT HECAHKIIHOHMPOBAHHOTO JIOCTYTIA
K HHpOpMaLIUH.

5.Chopmynupyiite onpeneneHne NOIUTHKU 0€30M1aCHOCTH.

6.Chopmynupyiite OCOOEHHOCTH  M30MpaTeNbHOM M TOJHOMOYHOM  IOJIMTHKH
0€30I1aCHOCTH.
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7.00BsicHUTE TTOHATHE «yTpo3a 6e3omacHocT Cy.

8. YkaxuTe OCHOBHBIE MPU3HAKHU KJIACCU(PHUKAIIMU BO3MOXKHBIX yrpo3 6e3onacuoctu HC.

9.KakoBbI OCHOBHBIE BUIBI yIpo3 Oe3omacHocTy MIC 1Mo 1€ U CTeTIeHH BO3ACHCTBUS?

10. [laiiTe KpaTKyr0 XapakTepHUCTUKY yrpo3 0€30macHOCTH, 0003HAYaeMbIX TEPMHUHAMH:
(TPOSIHCKUI KOHbY, «BUPYC», UEPBHY»?

11. Ilepeuncnute u naiTe KPaTKyI XapaKTEPUCTUKY OCHOBHBIX METOJIOB peai3alliy
yIrpo3 HHPOPMAIIMOHHOI 0€30MacHOCTH.

12. O6bscHUTE CYyTh KOMIUIGKCHOTO TMOAXOAa K oOecnedeHruo WHPOPMAIMOHHON
6e3omacuoctu UC.

13. OOBsCHUTE IOHATHE IIOJUTHKA 0€30ITaCHOCTH OPTaHU3AIHIY.

14. Kakue pa3gensl JOJKHA COAEPXKATh JOKYMEHTAIbHO OQOpMIIEHHAs TMOJUTHKA
0e3omacHOCTH?

15. Kakue npobseMbl pemaeT BEpXHUN YPOBEHB MOJIUTUKH O€30TIaCHOCTH?

16. Kakue 3aaun pemiaer CpeAHUN ypOBEHb MOJIUTUKU 6€3011acHOCTH?

17. KakoBbl 0COOCHHOCTH HI)KHETO YPOBHS MTOJIMTHKH O€30TIaCHOCTH?

18. ChopmymnupyiiTe 00513aHHOCTH PYKOBOJUTEIICH TIOIpa3AeTICHUH, aIMUHUCTPATOPOB U
MOJIb30BAaTENeH MPH pean3aliy MOJIUTUKHA O€30MaCHOCTH.

19. Onummre CTPYKTYpy MOJUTHKH O0€30IMaCHOCTH OpTraHU3alNH.

20. Yro npexactapisatoT coO0i crieninaaIn3upoBaHHbIE MOJIUTUKA 0€30MaCHOCTH?

21. IlpuBeanuTe HECKOIBKO MPUMEPOB CIIEHUAIN3UPOBAHHBIX MOJUTHK O€30IMacHOCTH C
OMKMCAaHUEM UX OCOOCHHOCTEH.

22. Yro npeacTapistoT coboi mporexypbl 6e30macHOCTH?

23. [IpuBeuTe HECKOJBKO MPUMEPOB NPOLEAyp O€30MacHOCTH C OIMUCAaHUEM HX
0COOEHHOCTEH.

24. ChopmynupyiTe OCHOBHBIE OJTambl  pa3pabOTKH  MOJUTHKUA  0€30MacHOCTH
OpraHu3aIng.

25. YUto Ttakoe kpunrorpadus?

26. JlafiTe ompeneneHusl CIEAYIOUMX TMOHATHN: KPUNTOTPaMMa, KPUITOAITOPHUTM,
KPUIITOCHCTEMA.

27.B 4YeM COCTOMT KOpEHHOE pa3iuyhie CUMMETPUYHBIX U aCHMMETPHYHBIX
KpUITOCUCTEM?

28. OxapakTepHu3yHTe YeThIpe OCHOBHBIX PEXKHMa PA0OTHI OJIOUHOTO ANTOPUTMA.

29. Pacckaxute 0 crocob6ax KOMOMHUPOBaHUS OJOYHBIX AITOPUTMOB I TMOTYUYEHUS
QITOPUTMOB ¢ 00JIee JITMHHBIM KIIF0UYOM, CPABHHUTE MX MEXKIY COOOH.

30. KakoBbl OCHOBHBIE XapaKTEPUCTUKH U PEXKHUMBI PaOOTHI OTEUECTBEHHOTO CTaHIapTa
mUppoBaHUs JaHHBIX?

31. ChopmynupyiiTe KOHIIECTIINIO KPUIITOCUCTEMBI C OTKPBITHIM KITFOYOM?

32. Jlafite  ompeneneHue  OJHOHANpaBiIeHHOW QyHKuuU. llpuBeaure mHpHUMEpPHI
OJIHOHAMPABIECHHBIX (PYHKIIHIA.

33. KakoBbl 0COOCHHOCTH OJJHOHAIPABIICHHBIX ()YHKITUH ¢ «TIOTAHHBIM XOI0M»?

34. Ha ueM OCHOBBIBAETCS HAIKHOCTh KpUTITOANTOpUTMA H(ppoBanus RSA?

35. OnumwTe JBE OCHOBHBIC MPOIEAYPHI, OCYMIECTBISIEMBIE CHCTEMOW JJICKTPOHHOMN
(G POBON MOJAMMCH IS TOATBEPKIACHUS OUIMHHOCTH 3JIEKTPOHHOTO JJOKYMEHTA.

36. OnumTe OTEYECTBEHHBIM CTaHAApT UUGPOBOW  TOANMKCH, YKAKUTE €ro
IpEeuMYIIecTBa M0 CPAaBHEHHIO C ATOPUTMOM L poBoii moamucu DSA.

37. KakoBo Ha3HaYeHHE XAII-PYHKIUU U KaKUM TPEOOBAaHUSAM JOJDKHA YIOBIECTBOPSTH
KaueCTBEHHAsI XdIII- QyHKITUS?

38. Kakum 00pa3oM KOMOWHWPOBAHHBI METOA IIH(PPOBAHHUS ITO3BOJISIET COYETATh
JOCTOMHCTBA AaCUMMETPUYHBIX M CHUMMETPUYHBIX KpunrtocucteM? ONUIIUTE MTPOTOKOI
peanu3anuy KOMOMHUPOBAHHOIO METO/1a MU (ppOBaHUS.

39. Onummre paboty anroput™a udpdu - Xomimana. YKakuTe JOCTOMHCTBA 3TOTO
ITOpPHUTMA.
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40. KakoBo Ha3zHaueHHe WHPPACTPYKTYpPhl OTKpBIThIX Kiatoued PKI?  Onumure
¢dyHkunonuposanue uHppactpykryps PKI.

41. laiiTe onpeneneHUs NOHATUI: HMIACHTU(DUKALUSA, ayTEHTHU(QUKALMS, aBTOpU3aLus,
aAMHHMCTpUpoBaHue. UTo MOHKMMAIOT oA peweHueM 3aaady AAA?

42. Kakue 3a7a4u peliaeT MmoJICuCTeMa yrpaBlieHus uaeHTudukanuei u noctynom [AM
(Identity and Access Management)?

43. Ha kakue KaTeropuu MOKHO pa3[elIuTh MPOLECChl ayTeHTU(PUKALUN B 3aBUCUMOCTH
OT CYIIHOCTEH, IPEIbABISEMBIX [10JIb30BATENEM JJIs1 IOJATBEPKICHUS CBOEH MTOAJIMHHOCTH ?

44, Tlepeuncnure OCHOBHBIE aTaKU HA IPOTOKOJIbI 2y TEHTU(PHUKALIUH.

45. OnumuTe MeTox ayTeHTU(UKAIMK Ha OCHOBE MHOTOpPA30OBBIX mapoiieil. KakoBwl
HEI0CTaTKU 3TOro Meroja?

46. OnumuTe MEeTo ayTeHTU(UKAIIMH Ha OCHOBE OJHOPA30BbIX maposieid. KakoBbl ero
JIOCTOMHCTBA U HEJIOCTATKU?

47. Chopmynupyiite mpuHIMI CTporod ayreHTU(uKanuu. ONUIIUTE THUIBI TPOLETYP
CTpOroi ayTeHTH(UKALNH.

48. O6wsacuuTe HazHaueHne PIN-koga 1 0COOEHHOCTH €ro MCIIOIb30BaHMS.

49. O0BsicHUTEe TPUHLHUI paboThl ABYX(akTopHOl ayreHTu(ukanuu. Kakue BHemHue
HOCUTENM MH()OPMAIMH UCTIONB3YIOTCS ISl [BYX(aKTOPHON ayTeHTU(UKAIIMH MOJIh30BaTEIeH?
KakoBbI JOCTOMHCTBA 3TOr0 METO1a Ay TEHTU(UKALH?

50. Onumre GyHKIMOHATBHOCTD U XapaKTePUCTUKH cMapT-KapT 1 USB-ToKkeHOB.

51. Onuumre MeTo bl OMOMETPUYECKON ayTeHTU(UKALUU ob30BaTes. UTo 03HaYar0T
KO3 PHUIHEHT OMMOOYHBIX OTKA30B M KOAPPUIMEHT OMIMOOYHBIX TOATBEPKICHUHI?

52. IlosicHUTEe NPUHLIMIT YIpPaBICHUS JAOCTYIOM II0 CXEME€ OJHOKPATHOIO BXOAA C
aBTopm3anueit Single Sign-On.

53. YKaxuTe MpeuMyIecTBa 3JIEKTPOHHOIO JIOKYMEHTOO0OpOTa IO CpPaBHEHUIO C
OyMaXXHbIM JIOKyMEHTOOOOPOTOM. YKaXXUTE pA3IUUUs MEXAYy MOHATHSIMH «CHUCTeMa
anekTpoHHoro qokymentoobopora» (C3/1) u ECM (Enterprise Content Management).

54. Oxapaktepusynre 06a3oBbIC COCTABJISIONINE CHUCTEMBI 3JIEKTPOHHOTO
JIOKYMEHTOO000pOTa.

55. Onummure (GyHKIMOHAIBHOCTH MOJCUCTEMBI aBTOMATU3AIMU YIIPABIEHUS MOTOKAMH
pabot (WorkFlow).

56. Ykaxxute  OCOOCHHOCTH  TOCTPOCHUSI HW  (YHKIMOHHPOBAHUS  CHUCTEMBI
pacIpeIeIeHHOT0 3JIEKTPOHHOI0 I0OKyMEHT0000poTa.

57. HazoBute yrpo3sl uH(popManuoHHoi Oe3zomacHoct st COJl m oxapakTtepusyure
VCTOYHUKU ITHX YTPO3.

58. Kakne QyHKIMU IOMKHBI OBITH PEANM30BaHBI CPEACTBAMH 3allUTHl MH(POpMAITUH
cona?

59. HazoBuTe OCHOBHBIC yTPpO3bl HHPOPMAITMOHHOMN 0€301acHOCTH 0a3 NaHHBIX. Y KaKHUTE
MeTOobl U cpeacTsa 3amuTsl CYB/I.

60. Onpenenure nousitue «RAID-maccuBy. [losicante ocobeHHocTH puMeneHust RAID-
MaccuBoB B CYB/I.

61. CpaBaute Bo3mMoxkHOoCcTH cpeacts 3ammuThl CYB/] Microsoft Access u CYB/] Oracle.

62. OxapakTepu3yiTe MeETOJbl M CpPEICTBAa 3aIIUTHl KOPIOPATHUBHOTO IMOYTOBOTO
JIOKYMEHTO000pOoTa.

63. Onummre QyHKIMOHAIBHBIE BO3MOKHOCTH U apXUTEKTYPY CHUCTEMBI 3JIEKTPOHHOTO
nokymentoobopora DIRECTUM.

64. OxapakTepu3yiTe MNpHEMbl M METOABl 3AIIUTHI, pPEATU30BaHHBIE B CHCTEME
DIRECTUM.

7.2.  Tembl NTUCHMEHHBIX PaOOT (TUIIBI 33/1a4)
[TpakTHueckre pabOTHI ITO TEMaM:



8

Tema 1. OcHOBHBIC TIOHATHSA U aHATU3 YIPO3 HHDOPMAITMOHHOM 0€301MacHOCTH
Tema 2. [Tonutuka HHPOPMALMOHHOM O€30MIACHOCTH

Tewma 3. Kpunrorpaduueckas 3amura napopmanuu

Tema 4. Unentudukanus, ayreHTUOUKALNS U YIIPABICHHUE JOCTYIIOM

Tewma 5. 3ammTa 3JI€KTPOHHOTO JOKYMEHTO000pOTA.

7.3.  OOpasen coaepkaHus SK3aMEHAITMOHHOTO OujieTa

®I'GOY BO JIOHEIIKUI I'OCYJIAPCTBEHHBIM YHUBEPCUTET»
ObpaszosamenvHas npoecpamma  Oakanagpuam

Hanpaenenue noocomosxu: 27.03.03 Cucmemmnpwlii ananusz u ynpasienue
Ounas ¢popma ooyuenus. Cemecmp VI
Yuebnas oucyuniuna Hngopmayuonnan 6ezonacnocme u 3auwuma
uHpopmayuu
BUJIET Ne 1

1. YpOBHH MOJUTUKHA O0€30MaCHOCTH.
2. YTPO3BI ISl CHCTEMBI AJIEKTPOHHOTO JOKYMEHTOO00pOTA.

YTBepKIeHO Ha 3aceaHuu Kadeapsl HHPOPMAITMOHHBIX CHCTEM YITPABJICHUS, IIPOTOKOJ
Ne ot “__” cents6ps 2024 r.

3aB. kadenpoii H. 1. ITonoMapeHko

OK3ameHaTop A. M. I'uzatynun

B CJIydac BCACHUA yqe6Hor0 nponecca € UCIOJb30BAHUEM JJICKTPOHHOI'O 06y‘leHI/IH u
JUCTaHIIMOHHBIX O6p330BaTeJ'II>HI>IX TGXHOHOFHﬁ, COJZCPpIKaHUC Ooujlera MOXKET OTIHYATLCI OT
MMPUBCACHHOTO.

8. PACIIPEJEJIEHUE BAJIJIOB, KOTOPBIE ITOJIYVUAIOT OBYHAIOIIMECA

OO6mrast olleHKa 3HAHWM OOYYAIOIIMXCS MO JUCHUIUIMHE TpoBoauTcs 1o 100-6ammbHOM
[IKaJe€ HUCXOJs W3 MaKCUMyMa, MPHUBEACHHOTO B Tabnuie Huxke. OpraHu3alloHHO-y4eOHas
paboTa B ayJUTOPHH OIICHWBACTCS HAa OCHOBE TAKUX KPUTEPHEB KaK MOCEIIAEMOCTHh 3aHSITHIA,
CBOCBPEMEHHOE M KaueCTBEHHOE BBIMIOJHEHUE JIOMAIHUX 3aJaHUi, aKTUBHOCTh BO BpeMs
HpOBCHGHI/ISI JICKIITMOHHBIX U HpaKTquCKHX 33H$ITI/II>1 (yLIaCTI/IC B O6CY)K}I€HI/II/I TCKYHICFO n
MPOHJICHHOTO MaTepuaia, peleHue 3aaa4 u T.1.).

8.1. Cemectp 1

Howmepa pa3znenos Bunet pabot Maxcimaiboe
KOJINYECTBO OaJIIOB

Opranu3zaliioHHO-yueOHas paboTa B ayAUTOPHUH 10

1 CamocrodrenbHas paboTa (BbIIIOJIHEHHE 50
MPaKTUYECKUX padoT MO BApUAHTY)

NTOT'O 60

OKk3ameH 40

OOmuii UTOT 3a CEMeCTp 100




CooTBeTCTBYE 0AJLIOB OLIEHKE

Onenka 1o naTrOaIIbHON MIKajIe
KonnuecrBo 6aimios "
s 100 ECTS | Dxsamen, nuddepeHIpoBaHHBIN 3auer
3a4eT

90-100 A OTJINYHO 3a4TEHO
80-89 B 3a4TEHO
75-79 C XOpotHo 3a4TEHO
70-74 D 3a4TCHO
60-69 E YIOBIETBOPUTEIIBHO aTTOHO
35-59 FX HE 3a4TEHO

0-34 = HEYIOBJICTBOPUTEIHHO e 3a9Tem0

9. OBECIIEYEHUME OBPA3OBATEJIbHOI'O ITPOLECCA AJIA JIUL C
OI'PAHMYEHHBIMH BO3MOXHOCTAMUA 310POBbA 1 UTHBAJIM/IOB

B xone peanu3zanyu TUCHHUIDTMHBI UCTIOIB3YIOTCS CIEAYIONINE TOTOJHUTEIbHBIE METOBI
00yuyeHHMsI, TEKYIIEro KOHTPOJISI yCIIEBAeMOCTH U MIPOMEXYTOUHOM aTTecTaluy o0yJaromuxcs B
3aBUCUMOCTH OT UX UHIUBUAYAIbHBIX OCOOEHHOCTEH:

1) JUTSL CHEMNBIX U CIIA00BUIALIINX

— JeKIH 0(POPMIISIOTCS B BHJIE SJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C TIOMOIIBIO
KOMIIbIOTEpA CO CHELMATU3UPOBAHHBIM IIPOrPAaMMHBIM 00€CIIeUeHHEM;

— JUIs  BBINIOJHEHUS  3aJaHWs TpU  HEOOXOAMMOCTH  MPEJOCTaBIISCTCS
YBEJIMYMBAIOLIEE YCTPOUCTBO; BO3MOXKHO TAK)KE UCIIOJIb30BAHUE COOCTBEHHBIX YBEIMUYMBAIOIIUX
YCTPOWCTB;

— MUCbMEHHBIE 3a7jaHNs O(POPMIISIFOTCS YBETUUYEHHBIM IIPU(PTOM.

2) TS TIIYXHX M C1a00CIBIIIAIINX

— JEKIUHU OPOPMIISIOTCS B BUJIE 3JIEKTPOHHOT'O JIOKYMEHTA;

— MUCHMEHHBIE 3aJ[aHUs BHIITOJHIIOTCS HA KOMITBIOTEPE B TMCbEMEHHON (popMe;

— 9K3aME€H TNPOBOJUTCA B TMHCBMEHHOM (QopMe Ha KOMIBIOTEpPE; BO3MOXKHO
npoBesieHue B (hopMe TeCTHPOBAHHUS.

3) JUISL JIAL C HapyIIEHUSIMH OTIOPHO-/IBUTATEJILHOTO anmapara:

— TeKIH 0(POPMIISIOTCS B BHJIE SJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C TIOMOIIBIO
KOMITbIOTEpA CO CHEIMATU3UPOBAHHBIM TPOrPaMMHBIM 00€CIIeUeHHEM;

— MTUCHMEHHBIE 3a[aHUs BHIITOJHSIIOTCS Ha KOMITBIOTEPE;

— 9K3aMeH U 3a4€T MPOBOAATCA B YCTHOU (pOpME MM BBIMOJIHSIOTCS B MHCHMEHHOM
dbopme Ha KOMITBIOTEpE.

ITpu HEOOXOIMMOCTH TIpelycMaTpUBACTCS yBETMUEHNE BPEMEHHU AJIS IOATOTOBKU OTBETA.

[Iponienypa  mpoBeACHWST  NMPOMEXKYTOYHOM  aTTecTallMl  JUIi  OOYYaroOUIMXCs
yCTAHABIMBAaETCS C Y4YETOM HX HMHIUMBUAYAJIbHBIX TMCHUXO(U3MYECKHMX OCOOEHHOCTEN.
[TpomexyTouHas aTTecTalus MOXKET IPOBOJUTHCS B HECKOJIBKO ATAIIOB.

IIpoBenenue mpoueAypbl OLEHMBAHUS pPE3yJIbTaTOB OOyuYeHHs JIOMyCKAaeTcs C
UCTIOJIB30BaHUEM JUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHH.

ObecneunBaercs A0CTyl K WH(POPMAIIMOHHBIM U OMOIHOrpaduuecKuM pecypcaM B CETH
WuTepHer s Kaxkaoro oOywaromierocsi B ¢gopmax, aJanTUPOBAHHBIX K OTPaHUYEHHUSAM HX
3JI0pOBbsI U BOCTIPUSATHS HHPOPMALIUU:

1) JUTSL CIIETIBIX W CITA0O0BUISIINX

— B IIEYaTHON (pOpMe yBETUUEHHBIM IIPUPTOM;

— B (hopMe ANIEKTPOHHOTO JJOKYMEHTA;

2) JUIS TITYXHUX ¥ CTaOOCITBIIIAIIIX

— B IeUaTHOM dopme;

— B (hopMe IIEKTPOHHOTO JJOKYMEHTA.
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3) 111 00y4arOIUXCs ¢ HApYIICHUSIMU OMIOPHO-BUTaTEIBHOTO alapara:
— B IICUaTHOH opme;
— B (pOpMe JIEKTPOHHOTO JOKYMEHTA.

10. MATEPUAJIbBHO-TEXHUYECKOE OBECITEUEHME YYEBHOI'O ITPOLIECCA

VYyeOHble 3aHATUS POBOAATCS B B 8-M yueOHOM Kopiryce (T. JJoHenk, yi. YenrockuHIEeB,
n. 198 a) ynuepcuteta. s mpoBeneHUs J1aOOpaTOPHBIX 3aHATHHA TpeOyeTcs ayauTopus,
000opyaOBaHHAs MEJIOBOM WJIM MAapKEpHOW JOCKOW, MYJIbTUMEIUIHBIA IPOEKTOp U SKpaH,
HOYTOYK, KOMIUIEKT y4eOHOM MeOenu AJisl CTYAeHTOB, paboyee MeCTOo IpernojaBaTelis, BbIXO/ B
WHTepHeT — MPOBOHOM WK ¢ ucnoib3oBanueM Wi-Fi.

Jlis caMOCTOSITENIbHOM paboOThl HCIIOJIB3YIOTCS TEKCTOBBIE U AJIEKTPOHHBIE PECypCHI
HayyHoii OMOIMOTEKM YHUBEpCHUTETa U JPYTUX DICKTPOHHBIX OMOIMOTEUHBIX 0a3 JaHHBIX,
y4eOHO-MeToInYeckoe oOecreueHue, MNPe/CTaBICHHOE B Y4YEOHO-METOJUYECKOM KaOWHeTe
['maBHOTO KOpIyCa (ayn.405).

OOyuyaromuecss HMMEIOT BO3MOXXHOCTh  HCIIONIb30BaTh  y4eOHbIE MaTepuanbl IO
TUCITUIUINHE, pa3MmenieHHbie Ha tuiargopme Moodle LlenTpa mucTaHmMOHHOTO 00pa3oBaHUs
OI'BOY BO «lonl'Y». Ilpu n3ydeHuH NUCHUIUIMHBI TPUMEHSIOTCS JIEKTPOHHOE O0yueHUE U
JMCTaHIIMOHHBIE 00pa30BaTEIbHBIC TEXHOJIOTHH.

C  wucnonp3oBaHHMEM  pecypcoB  MmiIaTGoOpMbl  JUCTAHIIMOHHOTO  00pa3oBaHUS
OCYILECTBIISICTCSI TEKYIIUH KOHTPOJb 3HAHMK OOYYalOIMXCS HAa OCHOBE TECTUPOBAHUS U
MIPOBEPKHU PE3YyIbTATOB CAMOCTOSTENILHOM paOOTHI.

11. PEKOMEHAYEMAA JINTEPATYPA

11.1. OcHoBHas quTEpaTypa

1. bonnpapenko, U. C. Mudopmannonnas 6e3onacHocts : yueOnuk / 1. C. bongapenko.
— Mocksa : MUCHUC, 2023. — 254 c.

2. Kamnrep, 1. B. Ynpasnenue nHpopMalmoHHoHi 6e30nacHOCTHIO : yueOHoe nocodue / 1.
B. Kanrep, A. C. Illabypos. — Ilepms : I[THUITY, 2023. — 91 c.

3. Hecrepos, C. A. OcHoBsl nHpopmannonnoit 6e3onacioctu / C. A. HecrepoB. — 2-¢
u3., crep. — Cankr-IlerepOypr : Jlanp, 2023. — 324 c.

4. Spoukun, B. U. Undopmarnmonnas 6e3onacHocTsb : yueObHuk / B. U. Spoukun. — 5-e
u3a. — Mocksa : Akagemuueckuii [Ipoekr, 2020. — 544 c.

11.2. JlonmosHUTebHas JUTEpaTypa

1. 3aneuynukos, C.B. UndopmarninonHas 6e30macHOCTb OTKPBITHIX cucteM. B 2-x 1. T.1 —
Yrpo3bl, yI3BUMOCTH, aTaku U noaxoas! k 3amure / C.B. 3aneunukos, H.I' Munocnasckas. —
M.: T'JIT, 2017. — 536 c.

2. 3aneunukoB, C.B. MnpopmanmonHnas 6e30nacHOCTb OTKPBITBIX cucteM. B 2-x 1. T.2 —
Cpenctsa 3amuThl B cetsax / C.B. 3aneunuxos, H.I'. Munocnasckasi, A.W. Toncroit, [1.B. Yiakos.
— M.: T'JIT, 2018. — 558 c.

3. Iapteika, T.JI. MadopmarmonHas 6e30macHoCcTh: YuebHoe mocodue / T.JI. TTapTrika,
N.W. TTonos. — M.: ®opywm, 2016. — 432 c.

4. Tlerpos, C.B. Undopmanmonnas 6e3omnacHocts: YuedbHoe nocodbue / C.B. Ilerpos, 1.II.
CnunbkoBa, B.B. I'apuep. — M.: APTA, 2016. — 296 c.

5. Cemenenko, B.A. Hudopmanumonnas Oe3omacHocTh: YueOHoe mocobue / B.A.
Cemenenko. — M.: MI'I1Y, 2017. — 277 c.

6. Yunwmra, A.®. MapopmannonHas 6€301MacHOCTh aBTOMaTH3UPOBaHHBIX cucteM / A.D.
Yunura. — M.: I'emuoc APB, 2017. — 336 c.

7. lanprun, B.®. NHdopmanmonHas 6€30MaCHOCTh KOMIIBIOTEPHBIX CHUCTEM U CETEHl:
VYuebHoe nmocodue / B.®. lllanbrun. — M.: ]I ®OPYM, HUL] UH®PA-M, 2017. — 416 c.
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8. lllansrun, B.®. Nndopmanmonnas Oe3omacHocTs M 3amurta uHbopmaruu / B.O.
[HMansrus. — M.: JIMK, 2017. — 702 c.

9. Apoukun, B.U. Undopmanronnas 6e30nacHOCTh: YueOHUK i1 By30B / B.W. SpoukuH.
— M.: Axan. IIpoekr, 2018. — 544 c.

10.  Spoukun, B.1. Undopmarnmonnas 6e3omacHocTb. S-¢ uza. / B.W. Apoukun. — M.:
Axkanemuueckuil npoekTt, 2016. — 544 c.

12. NHOOPMAIIMOHHBIE PECYPCBI

1. HauuonanbHasi 3JIEKTPOHHAas onbIHoTEKA (HOBb): dbenepaibHas
rocyaapctBeHHass mH@opMmaimonHas cucrema / MunucrepctBo Kynbrypel P®; Poccuiickas
rocymapcTBeHHas oubnuoreka. — Mocksa, 2019- . — URL.: https://rusneb.ru/ (nara oOparienus:

01.09.2023). — PexxumM joctymna: cBOOOIHBIN, moanucka. HeoOxoquma ycTaHOBKA MTPOTPaMMHOTO
obecrieuenus. — TEKCT: AIEKTPOHHBIN.

2. eLIBRARY.RU: nayunas snekrponHas 6ubanoreka: cailT. — Mocksa, 2000- . —
URL: https://elibrary.ru (mara oopamenus: 01.09.2023). — Pexxum nmoctymna: ajisi aBTOPU30B.
IIOJIB30BaTeNe. —TEeKCT: 2JIEKTPOHHBIMN.

3. Hayunas snextponnas Oubnuoreka «KubOepJlenmukay: caiit / Accoruanms
«OtkpbiTas Hayka». — Mocksa, 2014- . — URL: https://cyberleninka.ru/. — Pexxum nmocryma:
CBOOOJIHBIN. — TEKCT: 3JIEKTPOHHBIMN.

4, DNeKTPOHHO-OMOIMOTeYHAs cucremMa «Jlanby»: [caiT]. — URL:

https://e.lanbook.com (mata oOpamenus: 01.09.2023). — Pexxum jgoctyna: ajisi aBTOPH30B.
IIOJIb30BaTeIeN. — TEeKCT: 2JIEKTPOHHBIMN.

5. IBC KOpaiit: snekTpoHHas OubinoTeuHas cucrema: calT. — Mocksa, 2013. —
URL: https://biblio-online.ru (zara oopamenus: 01.09.2023). — Pexxum nocTtyna: uis aBTOPU30B.
noJib30Bareneil. — TeKcT: ANeKTPOHHBIN.

6. DIeKTpPOHHO-0ubIuoTeuHasi cucrema Jloul'Y: caiir / ®I'BOY BO «lonl'Y». —

JHonenk, 2016- . — URL: http://library.donnu.ru/ (mara oOpamenus: 01.09.2023). — Pexum
Joctyna: cBOOOIHBIN. — TeKCT: 3IeKTPOHHBIM.
7. JJekTpoHHbI katajsor Hayunoit 6ubGmuoreku [lonl'Y: pasnen caiira / Hb

Houl'Y. — Tekcr: snextponnsiit // DBC Jloul'Y: caiit. — URL: http://library.donnu.ru/catalog/
(mata obpamienus: 01.09.2023). — PexxuM ocTyna: HOUCK CBOOOIHBIM, 3JIEKTPOHHBIE IOKYMEHTHI
— 115t monwk3oBatened JJonl'y.

8. JuaexTponHblii apxus ouI'Y: pa3aen caiira/ Hb JIonI'Y. — TekcT: 31eKTpOHHBIH
// OBC HouIl'V: caiit. — URL: http://repo.donnu.ru/ (mata obpamenus: 01.09.2023). — Pexxum
JIOCTYTIA: CBOOOHBIH.

13. ITPOTPAMMHOE OBECITEYEHUE

1. Windows 7 PRO (kopnoparusnas nuuen3us oY Ne 46484614)

2. Microsoft Office (koprnopatuBHas aunen3us oY Ne 46472919)

3. Microsoft Visual Studio (sruniensust mporpammsl Dream Spark 11st BBRICIINX Y4eOHBIX
3aBeJICHUN)

4. AwntuBupyc Kacnepckoro, Adobe Acrobat Reader, xPDF (munensuun GPL, Apache,
BSD nist cB060JHOTO IPOrPaMMHOTO 00ECTIEYEHHUS).


https://rusneb.ru/
https://elibrary.ru/
https://cyberleninka.ru/
https://e.lanbook.com/
https://biblio-online.ru/
http://library.donnu.ru/
http://library.donnu.ru/catalog/
http://repo.donnu.ru/
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